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Madame Secretary, thank you for the opportunity to offer Premier’'s
perspective on the important issues under discussion today. My name is
Justin Bales. | am Premier Election Solutions’ Service General Manager for

the Western States, including California.

At the outset, and as we have communicated to your office in discussions
prior to this hearing, Premier supports your proposed Withdrawal of
Approval of GEMS version 1.18.19 and offers no objection to this decision.
We have been working with the three California jurisdictions that would be
impacted by such a withdrawal to facilitate an upgrade to GEMS version
1.18.24, which is in use by 16 other jurisdictions in California and which
mitigates the deck zero issue that arose in the Humboldt election last
November. In addition, and as we have also communicated to your office
and to our customers, we have implemented a plan to execute this software
upgrade, and the hardware upgrade that must accompany it, for the affected

jurisdictions.

It is our understanding that Santa Barbara County and San Luis Obispo
County will proceed with the upgrade while Humboldt County will not, and

instead will transition to another election solutions provider.

On behalf of Premier, let me assure you that the events that occurred in
Humboldt last November, in which a tabulated deck of 197 optical scan

ballots was inadvertently deleted from the GEMS totals, leading to the
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county’s certification of an inaccurate tally for that election, trouble us
greatly. An accurate vote count is our paramount objective, and even a
single occurrence of a miscount is cause for us to scrutinize our efforts with
an eye towards what we could have done better to prevent it. |1 would
respectfully suggest that all stakeholders and participants in the process
have a similar obligation. In the words of a Colorado county election official,

as she wrote in a Denver Post opinion column last week,

“Election integrity comes down to a system of people, process and
technology. All three components need to be considered when evaluating a
voting system, whether it is electronic or paper based.”

In a moment, I'll address the lessons learned for Premier as we go forward.
But first, since some of the accounts of our actions in this matter have not

been complete or entirely accurate, let me address a few key points:

The software issue in question, in which the AVOS tallied results from deck
zero can, under certain circumstances, be inadvertently deleted in GEMS,
only impacts jurisdictions that are both a) running GEMS versions earlier
than 1.18.24 and b) utilize central count server to tabulate OS ballots in their
configuration. Only three Premier counties nationwide fit that description:
Humboldt, Santa Barbara and San Luis Obispo. To our knowledge, this

issue applies to no other jurisdictions.

When this issue was first identified by Premier customer service personnel in
October 2004, Premier communicated these findings, and a simple
procedural workaround to mitigate this issue, via email to all California
counties then affected. It has been suggested, inaccurately, that this email

was the sum total of Premier's communication to customers concerning this
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matter. In fact, this topic was discussed regularly and repeatedly with
effected customers on conference calls, at conferences and in one-on-one
conversations between Premier associates and election administrators. We
regret that your office was not fully apprised of this issue. But to suggest that
this issue was somehow “secret” or “hidden,” because the current
Secretary’s office was unaware of it, is simply not true. Information about this
workaround was repeatedly conveyed to those directly affected — the county
election administrators running this software, who are, after all, those
responsible for tabulating results. In fact, media accounts have confirmed
that the administrators in affected counties, including the previous
administrator in Humboldt, were quite familiar with the issue and the
procedural workaround and had applied it in elections since 2004.

When this matter arose five years ago, there was no mechanism, procedure
or mandate for reporting issues of this nature to the California Secretary of
State’s office. Premier adhered to the reporting protocols that existed at the
time. Beginning two years ago, Premier instituted, at its own initiative, a
Product Advisory Notice (PAN) process to identify issues when they occur
and offer guidance to customers on potential impacts and mitigating
strategies. Our PANs document and memorialize these issues in a formal
way that did not exist five years ago. As you know, they are distributed not
only to county and municipal jurisdictions we serve, but to your office and

that of all other state election officials with Premier jurisdictions as well.

GEMS version 1.18.24 corrects this issue, and is in use by 16 of the 19
California counties we serve. After 1.18.24 was released and certified, we
repeatedly encouraged all our California customers to upgrade to this
enhanced GEMS release. The three counties who chose not to upgrade



sought and received permission from your predecessor to continue to
operate 1.18.19.

Prior to the event last November, the three effected counties, including
Humboldt, have, since 2004, conducted their elections smoothly and
accurately, with no issues arising from a deleted deck zero, because they
employed the procedural workaround specified by Premier to mitigate this
potential issue. In Humboldt, a change in election administration occurred
prior to the 2008 election and, apparently, there was no hand-off within the
elections office of this procedure from the previous administrator to the

current one.

A careful, thorough and accurate reconciliation and canvass process is
essential to ensuring an accurate election result. No matter what technology
is used, or, indeed, even if no technology is used at all, as in a hand counted
election, reconciling the number of ballots issued with the number of ballots
tabulated is a critical, core function of validating any election result. In the
case of the November 2008 Humboldt election, this critical process failed,
and the 197 ballot disparity was only identified later by the citizen’s

transparency project.

As to the work of the transparency project, we commend their efforts and
their contribution to ensuring an accurate tally in this election. In the
elections arena, voter confidence is the coin of the realm, so we applaud
initiatives to review the accuracy of the vote count. Indeed, in jurisdictions
across the country, post election manual audits, parallel monitoring and hand

recounts have proven useful in validating the accuracy of countless elections



using Premier equipment. But we would also suggest that whether the
voting system is provided by us, by another manufacturer, or even if the
platform involves no technology at all, the existence of a transparency
project should not supplant the rigorous efforts of election administrators and
of system manufacturers to assure accuracy in the count the first time, every
time. While the work of the transparency project is to be commended, their
identifying a discrepancy should always be a cause for concern and self-
assessment, not celebration. Our objective, and that of every election
administrator we serve, should be to assure that even the most exhaustive

post election scrutiny finds no discrepancies at all.

Now, as to lessons learned and what process improvements we take away

from this incident.

First, with the wisdom of hindsight, we wish the Product Advisory Notice
process had been implemented and in place when this issue first arose five
years ago. While, in 2004, our less formal communications to directly
affected customers seemed adequate at the time, the PAN process creates
a formal document to memorialize issues and, we hope, assure that, in
addition to institutional memory, there is a document trail to assure there is
continuity of knowledge even when personnel changes in a jurisdiction, or
within a Secretary of State’s office. We believe it is important that relevant
state election authorities, including your office, receive our PANs, and this
would have afforded your office with visibility to this issue from the beginning

of your administration.

Second, we could have been more aggressive in urging all jurisdictions to
upgrade to GEMS version 1.18.24, which mitigates the deck zero issue, and
enlisted the Secretary of State in that effort. Our customers, and our support
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team, became comfortable with the effectiveness of the procedural
workaround and, frankly, did not sufficiently anticipate what could occur if a
personnel transition within a jurisdiction did not include a hand-off of this
process and procedure.

Madame Secretary, thank you again for this opportunity to address this
important matter and we look forward to working with you and your staff to
continue to strengthen and improve the elections process in the California

jurisdictions we serve.



